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Overview 
 
Zmutzy is a spyware and information stealer Trojan written in Microsoft’s .NET language. 

Zmutzy is used to spy on the victims by collecting credentials and other information from the 

infected system. This malware can steal saved user login credentials of Chrome, Opera, Brave, 

Chromium, Firefox, Outlook, FileZilla, Thunderbird, etc. and look for Crypto Wallets such as 

Zcash, Armory, Bytecoin, Exodus, Ethereum, etc. Zmutzy is highly obfuscated and uses many 

anti-analysis techniques to hide itself from being detected.     

 
ANALYSIS 
 
- Anti-Debugging   
 
The executable can detect if it is being debugged using IsDebuggerPresent API (Figure.1) and if 
it found it is being debugged then it will terminate the process. Zmutzy uses sleep to trick 
automated analysis tools (Figure.2).     
 

 
Figure 1: Anti Debug  

 

 
Figure 2: Debugger Detected 

 



- Anti-VM and Anti-SB 

Zmutzy can detect Virtual Machines and Sandbox environments to bypass the automated 
analysis tools. It is uses WMI (Windows Management Instrumentation) and registry to get 
information about the system to detect Virtual Machines. For anti-sandbox it is checks system 
username with common username used by sandboxes. 
 

 

Figure 3: Obfuscated Anti-VM function 

 

 

Figure 4: Obfuscated Anti-SB function 



- Injection Flow 

Packed sample unpacks itself and if it is unable to find any analysis tricks, it injects malicious 
payload inside the AppLaunch.exe (Figure.5). 
 

 

Figure 5: Injection Flow 

 

 
 

Figure 6: APIs used for Process Injection 

 

 



- Cryptocurrency Wallet Stealing  

 

Unpacked sample search Crypto Wallets (Figure.7) and all the files in the user desktop and collect 

those files and save them in zip folder (Figure.8). 

 

 

Figure 7: Checks for Crypto Wallets 

 

 

Figure 8: Saved Harvested Information



- Credential Stealing  

After injecting payload into AppLaunch.exe it looks for user credentials from web browser, mail application 

and various sources from which attacker can obtain user credentials (Figure.9). 

 

  

 

Figure 9: Searching for User Credentials



Network Activity 

AppLaunch.exe connects to the icanhazip.com (Figure.10) to check the victim’s IP and there is 

only little network activity take place by sample. 

 

Figure 10: Network Activity 

 

The contacted IP addresses include: 

172.67.160.130 104.22.18.188 

104.21.9.139 104.22.19.188 

 

Sample Details 

File Hash Value (MD5) 
Packed Sample CA59FFD2BE3593BD0DCE304A72482575 

 

MITRE ATTACK TECHNIQUES 

TACTIC ID NAME 
Execution T1047 Windows Management Instrumentation 

Defense Evasion T1055 Process Injection 
Defense Evasion  T1027 Obfuscated Files or Information 
Defense Evasion T1027.002 Software Packing 
Defense Evasion T1497 Virtualization/Sandbox Evasion 
Defense Evasion T1036 Masquerading 
Defense Evasion T1140 Deobfuscate /Decode Files or Information 
Defense Evasion T1562.001 Disable or Modify Tools 

Credential Access T1003 OS Credential Dumping 
Credential Access T1552.002 Credentials in Registry 
Credential Access T1552.001 Credentials in Files 

Discovery T1082 System Information Discovery 



Discovery T1083 File and Directory Discovery 
Discovery T1518.001 Security Software Discovery 
Discovery T1016 System Network Configuration Discovery 
Collection T1005 Data from Local System 

Collection T1114 Email Collection 
Collection T1560 Archive Collected Data 

Command and Control T1105 Ingress Tool Transfer 
Command and Control T1573 Encrypted Channel 

 

Sectrio Protection 

Sectrio detects the Spyware-Trojan malware as ‘SS_AI_Trojan_PE’.  

Our Honeypot Network 

This report has been prepared from the threat intelligence gathered by our honeypot 

network. This honeypot network is today operational in 72 cities across the world.  

These cities have at least one of the following attributes: 

• Are landing centers for submarine cables   

• Are internet traffic hotspots 

• House multiple IoT projects with a high number of connected endpoints 

• House multiple connected critical infrastructure projects    

• Have academic and research centers focusing on IoT   

• Have the potential to host multiple IoT projects across domains in the future 

Over 12 million attacks a day is being registered across this network of individual honeypots. 

These attacks are studied, analyzed, categorized, and marked according to a threat rank 

index, a priority assessment framework that we have developed within Sectrio. The honeypot 

network includes over 4000 physical and virtual devices covering over 400 device 

architectures and varied connectivity mediums globally. These devices are grouped based on 

the sectors they belong to for purposes of understanding sectoral attacks. Thus, a layered 

flow of threat intelligence is made possible. 


