
SECTRIO
THREAT INTELLIGENCE

The Sectrio Threat Intelligence platform provides reliable, 
detailed, real-time intelligence information of global 
IT-OT and IoT Threats

Operationalize your IT-OT and IoT Threat 
Intelligence

Cyber Kill Chain

STIX / TAXII Standards

STIX defines threat  
information, structure with 
details and helps you to 
understand, anticipate and 
respond cyber threats 
effectively.

TAXII defines how threat 
information can be shared 
and serves as transport to 
STIX objects

Reconnaissance

Weaponization

Delivery

Exploit

Installation

Command & Control

Actions

Actionable Intelligence

Consolidate over 35+ external syndicated sources 
combined with one of the largest organic IoT and OT 
specific honeypot repositories, deployed across 70+ 
global locations, tracking 12M+ IoT/OT daily intrusions, 
with 6000+ devices and 400+ types of architectures.

Contextual Information

Leverage advanced AI techniques and analysis based on 
the MITRE ATT&CK framework to categorize IT, OT, and 
IoT threat indicators, adversary tactics, techniques and 
procedures, the reputation of domains.

Quickly reassess your cyber risks

Visualize different techniques based on identified 
vulnerabilities, observed data and chart your mitigation 
strategy through visual topology and steps to remediate 
a potential threat .

Informed decision making

Analyse threats related to IT, endpoints such as devices, 
web apps, PLCs, RTU’s, etc., running diverse set of 
services, protocols, architecture, operating systems, and 
applications, integrated them to your existing security 
controls (SIEM, SOAR, IDP/S, Firewall) 
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Using Sectrio‘s TAXII server, customers can subscribe 
to the feeds that is STIX-formatted threat intelligence 
while also connecting compatible TAXII clients directly 
to visualize threat intelligence data or integrate with 
other watchlists. This TAXII server provides metrics like 
IOCs, Packet Rules, STIX indicators, threat definitions, 
vulnerabilities, potential exploits, and scores IoT and 
OT intelligence. Sectrio Threat Intelligence feeds 
licenses can be based on users, time-bound and /or 
based on request limits. APIs are available with 
documentation that are provided for customers to 
directly integrate threat intelligence information to 
existing systems or a compatible client.

Attack information is displayed with granular details 
like: Indicators, observed data, vulnerabilities, network 
traffic, Infrastructure, attack pattern, and locations. The 
topology view (link analysis) can provide a deeper 
insight into how an adversary navigates through each 
step of the KILL chain.

Attack Patterns indicate the different tactics that can be 
used to exploit infrastructure. Our Threat Intelligence 
platform is regularly updated to ensure the latest 
tactics are always present within the platform. 
Course-of-Action objects are also show to give users 
the ability to idenitfy the steps required to mitigate 
underlying threat and integrate it within their existing 
or build necessary security controls.

Sectrio’s global IoT and OT honeypot constantly 
discovers and maps over 80,000 samples of IT/OT and 
IoT threats daily. We collate over 35 external 
syndicated sources combined with one of the largest 
organic IoT and OT specific honeypot repositories, 
deployed across 70+ global locations, tracking 12M+ 
IoT/OT intrusions, with 6000+ devices and 400+ types 
of architectures. This information is analyzed to 
capture – IOCs, define risks to policies, procedures, 
misconfigurations, and exploits that are identified and 
reported.
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LATEST INVESTIGATED ANALYSIS
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THREAT INTELLIGENCE VIEWER

Threat Intelligence Feeds

Global Honeypot 
Network

Sectrio provides its Threat Intelligence Platform for 
indepth analysis and integration. This allows users to:

STIX objects are analyzed from the platform by 
searching and selecting threat category of interest. 
This list will provides all available STIX objects that are 
available for deeper analysis. 

Threat Intelligence 
Platform

Stay up-to-date with the latest threat 
informationthat is updated continuously by our 
team of researchers.

Be informed about new additions to threat 
intelligence being added.

Easily categorize between IT, OT, and IoT-specific 
threat information.

Identify and study attacks with intuitive dashboard 
and topology views.
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Challenges Addressed

Limited knowledge of IoT and OT specific threat Intelligence in Industrial and IoT networks

Limited visibility and context about threats and their techniques

Getting real-time threat feeds to proactively identify Indicators of Compromise (IOCs)

Unable to categroize network and file based threats with IT-OT and IoT categorization

Sectrio is a division of Subex Digital LLP, a wholly owned subsidiary of Subex Limited. 
Sectrio is a market and technology leader in the Internet of Things (IoT), Operational 
Technology (OT) and 5G Cybersecurity segments. We excel in securing the most critical 
assets, data, networks, supply chains, and device architectures across geographies and 
scale on a single platform. Sectrio today runs the largest IoT and OT focused threat 
intelligence gathering facility in the world. To learn more visit: www.sectrio.com

About Us

Global Offices:
India, Americas,
Europe, Asia Pecific
Middle East & Africa.

@sectrio

Sectrio


