


CyberGate is a Remote Access Trojan (RAT) that allows an attacker to gain unauthorized access to
the victim'’s system. Attackers can remotely connect to the compromised system from anywhere
around the world. The Malware author generally uses this program to steal private information

like passwordes, files, etc. It might also be used to install malicious software on the compromised
systems.

Overview

The initial Malware is a dropper that executes and drops a malicious file into the victim
system without the consent of the user. The dropped file starts its execution and performs
anti-VM checks to prevent the execution in any virtual environment. After which the Malware
performs various malicious activities, like Keylogging, and stealing sensitive information.
Then it creates a legitimate process to communicate with the C2 server.

Infection

The initial executable is a PE32 file, for Intel architecture compiled with .NET. It drops another
executable in the temp folder with the name “Qlezrhhlbmw.exe”.

04.00:... '\‘Hb543eff3487de... 1320 A WriteFile C:\ Usersmorkeru—opData\Local\Temp \Qlezrhhlbmw exe

04:00:... \‘Hb543eﬁ348/cfe... 1320 :%OoseFule C Usefs\»\orker J-\opData\Local\Temp Qlezrhhlbmw exe
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The dropper when disassembled, shows classes with random generated names like
“ADPRNBAJJ t8XwX2FQm" and "eWANbC7£X237ucPNNr” to avoid detection and analysis.
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Once the actual RAT is dropped, its execution begins. To remain persistent in the system, the
malware creates copies of itself in the folder “c: \\programfiles (x86) \rdns” as “windows”

as shown in the figure below. The copy of the executable gets deleted after the execution gets
completed.

04:23:... ® ' Qlezthhlbmw exe 1860 ﬁ\Quer, yBasicinfor...C:\Users\worker\Desktop \Qlezrhhibmw exe
_._# ' Qlezrhhibmw 1860 =\ QueryEainform... C: \Usefs v.oer\Deskto‘Qlezrhhlbmw exe

. B 560 =hCloseFle T \Program Files ocas) TOns Windows
04:23.... . Qlezrhhlbmw exe 1860 BACreateFile C:\Program Files {x86)\rdns\windows
.. ® Qlezrhhbmw.exe 1860 =hQueryAttributel.. C \Program Files {x86)\rdns\windows
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It creates a legitimate process in firefox.exe and it injects a code using various functions as seen in

the below figure. It allocates memory through this step.

TI72 SRCreaterte
1372 BhQueryBasicinformationFile
1372 BhCloseFile

1372 BhReadFile

1372 BhCreatefile

1372 BhCreateFileMapping

1372 BhCreateFieMapping

1372 BhQuerySecurityFile

1372 Bk ReadFile

1372 =k QueryNameinformationFile

1372 2
1372 & BhQueryBasicinformationFile

: Qlezihhibmw.exe 1372 BACreateFile C:\Windows\SysWOW64\apphelp di
04:52: "Qlezhhlbmw.exe 1372 2hQueryBasiclnformationFile C:\Windows\SysWOWE4\apphelp dil
04:52: "Qlezthhibmw.exe 1372 BhCloseFile C:\Windows\SysWOW64\apphelp dil
04:52 'Qlezhhibmw exe 1372 BhCreateFile C:\Windows\SysWOW64\apphelp dil
04:52 "Qlezhhibmw.exe 1372 BhCreateFieMapping C:\Windows\SysWOW64\apphelp dil
04:52: "Qlezhhibmw.exe 1372 BACreateFileMapping C:\Windows\SysWOW64\apphelp dil
04:52 "Qlezhhibmw.exe 1372 &F Load Image C:\Windows\SysWOW64\apphelp dil

' Qlezrhhlbmw exe
' Qlezrhhibmw exe

1372 BACloseFile

1372 ShCreatefile C:\default html
1372 BhQueryAttribute TagFile C:\default htmi
1372 B\ SetDispostioninformationFile C:\default html
1372 BhCloseFile C:\default html

T \PTogram FIes Got) ozNa Tretox Jrefox exe |
C:\Program Files {x86)\Mozilla Firefox firefox exe
C:\Program Files (x86)\Mozilla Firefox\firefox.exe

C:\Windows\SysWOW64'\kemei32.dil

C:\Program Files (x86)\Mozilla Firefox\firefox exe
C:\Program Files (x86)\Mozilla Firefox firefox exe
C:\Program Files (x86)\Mozilla Firefox \firefox exe
C:\Program Files (x86)\Mozilla Firefox firefox exe
C:\Program Files (x86)\Mozilla Firefox \firefox.exe
C: ngmm Files. bKSS)\MoaIa Firefox\firefox exe

o Flles
C: \ngam Files &SG)\Monla Firefox \firefox exe
C:\Program Files (x86)\Mozilla Firefox \firefox exe

C:\Windows\SysWOW64\appheip dil

C:\Program Files {x86)\Mozilla Firefox firefox exe
C-

1372 &% Load Image
122 BhCegoric

Figure 4

The malware contains functionality to read the clipboard data with the “GetClipboardData”
function as seen below. The return value of this function is the handle to a clipboard object.

mov dword ptr ss:|[ebp-4],eax eax:BaseThreadInitThunk

push esi

push D

m i X |

|:§11 dword ptr ds:[<&Getclipboardoata-]]

TEST eax,eax eax:BaseThreadInitThunk

je shell132,75AE3338

push eax eax:BaseThreadInitThunk

call dword ptr ds:[«<&GlobalUnlock>]

jmp shell132.75AE3397

1ea eax,dword ptr ss:[Jebp-Cj eax:BaseThreadInitThunk

push eax eax:BaseThreadInitThunk

call dword ptr ds:[75C0A2A4]

test eax,eax eax:BaseThreadInitThunk

j1 shell132.75AE3397

lea eax,dword ptr ss:|[Jebp-&] eax:BaseThreadInitThunk

push eax eax:easeThreadInitThunk

push 1

push dword ptr ss:|[ebp-CJ]

call shell32.75A658903

Test eax,eax eax:BaseThreadInitThunk
Figure 5

It also retrieves information about pressed keystrokes and acts as a Keylogger using the function
“GetKeyboardState”. It gives the status of the 256-virtual keys.

mov byte ptr ss: [ebn 1, b1
je imm32.76A951
push 100
push ebx
€all imm32.764A91567
mov ebx,eax
test ebx,ebx
je imm32.76A93ACE
1)

eax: BaseThreadInitThunk

4
ca rd ptr ds:[<&GetKeyboardStatex]

|
ax: BaseThreadInitThunk

X ean
je imm32.76A93ABC
cmp byte ptr ss:|febp-10,
mov eax,dword ptr ss:|febp+10§
jne imm32.76495144

eax: BaseThreadInitThunk

push ebx

push dword ptr ss:[febp+14]

push eax eax: BaseThreadInitThunk
push dword ptr ss:[Jebp-C]

€& dword ptr ds:[esi+78]

Test eax,eax eax: BaseThreadInitThunk
jne imm32.76A9514C

push ebx

push 0O

push dword ptr ds:[76ABD028]
€all dword ptr ds:[<&HeapFreex]
xor ebx,ebx

push dword ptr ss:[febp-Cf}

€all <imm32.ImmunlockIMC>
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The malware also has a functionality to retrieve handle of the desktop window of the victim

system using the functionality, “GetDesktopWindow”.

83 E8 10 Sub eax eax:BaseThreadIm tThunk
v OF 84 AC 00 00 00 je she1132 758EF93F

83 E8 OE sub eax, hreadInitT

OF 85 C4 03 00 00 jne she1132 7585FC60

39 86 28 01 00 00 128] ,eax seThreadInitThunk

OF 85 9B FC FF FF

68 A8 FE 8E 75 7 :L"HELP_ENTRY_ID_COMMAND_MOOULE_HELP_BUTTON

E8 82 F7 1A 00

FF 15 18 1D 84 75 [] <&GETDEeSKTOPWI NdOW>. ]

68 14 FE 8E 75 & *L"win

8B F8 :BaseThreadIn

68 04 01 00 00 h

8D 85 F4 FA FF FF lea eax dword ptr ss:[febp-50C] :BaseThreadIn

50 push eax eax:BaseThreadIn

E8 41 BO FF FF €all shel132.758EA911

33 Co Xor eax,eax eax:BaseThreadIni

66 89 85 FC FC FF FF|mov word ptr ss:[febp-304],ax

Figure 7

Anti-VM & Anti-Debug Feature

The malware performs various anti-VM checks on the victim machine. This statement is

supported with the figure shown below.

[TCall qlezrnhbmw. 3038AC
mov eax,dword ptr :febp-130 eax:BaseThreadInitThunk
lea edx,dword ptr :febp-1 edx:EntryPoint

€all qlezrhhlbmw. 407240

mov eax,dword ptr ss:febp-1358] :BaseThreadInitThunk
€311 qlezrhhlbmw.403AC4

Do sdy sax

adx-Enterubad nse

mov eax,dword ptr ss:febp-12C) eax:

push eax eax: f

lea edx . dword ptr s<:Febp-1353 edx:EntryPoint

mov eax,qlezrhhlbmw. 4D’A64 eax:BaseThreadInitThunk, 407A64:"VBoxService, exe"
savy v -« U ZSU

Eay-BacaThraadTodrThinl

Figure 8

It also checks for the presence of kernel debugger in the system. This can be observed
because of the strings like “\\\\ . \\Syser”, “\\\\.\\SyserDbgMsg” and

“N\\\\.\\SyserBoot”.

push ebx
xor ebx, evx
mov eax,qlezrh 407F70 eax:BaseThreadInitThunk, 407F70:" Syser
call q]ezrhh'lbmw 407F10
test al,al
jne q1ezrhh1bmw.407F69
mov eax,qlezrhhlbmw.407F7C eax:BaseThreadInitThunk, 407F7C:"\\\\.\\Syserobg¥sg”
call qlezrhhlbmw.407F10
test al,al
jne q1ezrhh1bmw 407F69
mov eax, ez 407F8C eax:BaseThreadInitThunk, 407F8C:" SyserBoot
call q1ezrhh'lbmw 407F10
test al,al
je q'larhh]bmw.do#ss
Figure 9

Network Traffic Analysis

Once it captures the information, the malware tries to communicate with the C2 server

“aside.no-1ip.org” using the foreign process i.e., firefox.exe as we can see in the below figure.

Frame Number Time Date Local Adjusted Time Offset Process Name Source Destination Protocol Name  Desaription

5 06:29:23 18/05/2021 17.8567743 firefox.exe 10.0.2.15 asade.no-p.org TCP TCP:Flags=...... S., SrcPort=49160, DstPort=25565,
7 06:29:26 18/05/2021 21.1631054 firefox.exe 10.0.2.15 asade.no-p.org TCP TCP: [SynReTrmsm-t #5]Flags S., SrcPort=49 I
13 06:29:32 18/05/2021 27.1777285 firefox.exe 10.0.2.15 asade.no-p.org TCP TCP:[SynReTransmit =5]Flags , SrcPort=43 1
19 06:29:51 18/05/2021 46.0359687 firefox.exe 10.0.2.15 asade.nop.org TCP TCP:Flags=...... S., SrcPort=49161, Dslf’of(=25565
21 06:29:54 18/05/2021 45.0500307 firefox.exe 10.0.2.15 asade.no-p.org TCP TCP: [SyvﬂeT!atsmt 19)Flags=......S., SrcPort=49
24 06:29:59 18/05/2021 54,2254584 firefox.exe 10.0.2.15 asade.no-p.org TCP TCP:[SynReTransmit =19]Flags= .....S., SrcPort=48
26 06:30:19 18/05/2021 73.7196177 firefox.exe 10.0.2.15 asade.no-p.org TCP TCP:Flags=...... S., SrcPort=49162, DstPort=25565,
28 06:30:22 18/05/2021 76.7183464 firefox.exe 10.0.2.15 asade.no-p.org TCP TCP:[SynReTransmit =26]Flags=...... S., SrcPort=49
31 06:30:29 18/05/2021 839980817 firefox.exe 10.0.2.15 asade.no-p.org TCP TCP:[SynReTransmit =26]Flags=...... S., SrcPort=49.
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/Syser

MITRE Attack Techniques Used

Technique ID Technique
T1497 Virtualization/Sandbox Evasion
T1055 Process Injection
T1056 Input Capture
T1115 Clipboard Data
TI113 Screen Capture
T1036 Masquerading

I10C'’s

4df346a12ef5679ec0b960d037c8£52a
2cadlad59e145139cbab70260b1a2f19
hxxp://asade.no-ip.org
178.206.211.67

Subex Secure Protection

Subex Secure detects the sample as “SS_AI_Trojan_PE”.

Our Honeypot Network

This report has been prepared from the threat intelligence gathered by our Honeypot network.
This Honeypot network is today operational in 62 cities across the world. These cities have at least
one of the following attributes:

= Are landing centers for submarine cables

= Are internet traffic hotspots

* House multiple IoT projects with a high number of connected endpoints

* House multiple connected critical infrastructure projects

* Have academic and research centers focusing on IoT

* Have the potential to host multiple 0T projects across domains in the future.

Over 3.5 million attacks a day is being registered across this network of individual Honeypots.
These attacks are studied, analysed, categorized, and marked according to a threat rank index, a
priority assessment framework that we have developed within Subex. The Honeypot network
includes over 4000 physical and virtual devices covering over 400 device architectures and varied
connectivity mediums globally. These devices are grouped based on the sectors they belong to for
purposes of understanding sectoral attacks. Thus, a layered flow of threat intelligence is made
possible.



